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The platform focuses on the accurate and practical modeling of interdependencies.
The PI’s have classified dependencies, and devised ways to efficiently simulated
them in the PRAISys platform. When completed, the platform is expected to
include the following types of dependencies, interdependencies, correlations, and
other relationships among the infrastructure systems, components, and
subcomponents.

 Hazard-related relationships
• Proximity-induced correlation: spatial correlations of the intensity measure

in the scenario maps introduces spatial correlation in the damage
• Correlated intensity maps: multiple correlated intensity measures

 Damage-related relationships
• Damage sampling with covariance matrix: correlated damage for the sub-

component of the same structure
• Mechanical cascading failures: assessed by failure functions
• Flow-induced cascading failures: overloads and congestion assessed

through network-level analyses
 Restoration-related relationships

• Global restoration delays: system (e.g., transportation) functionality loss
induces global delays in restoration activities

• Direct functionality – restoration dependencies: functionality of specific
components is required for some restorations tasks, and enforced through
appropriate task libraries

• Shared resources: scheduling of restoration activities in the same sector
accounts for the sharing of limited resources

 Functionality-related relationships
• Mechanistic functionality dependency: the functionality of a component

depends directly on the functionality of another component
• Compositional functionality dependency: the functionality of a system

(component) is computed on the basis of the functionality of its
components (sub-components)

Probabilistic interdependencies
An additional innovation of PRAISys is the use of stochastic models for the
interdependencies, to represent all the possible technical solutions that cannot be
explicitly captured by models. For instance, in principle a hospital needs a certain
amount of power to function. However, in practice this dependency is affected by
at least two classes of uncertainties. The first is the fact that the required minimum
functionality may be overestimated: the hospital may decide to turn off all
inessential functions and still operate (with slightly reduced functionality). Second,
most hospitals can have full functionality relying on power generators,
independently of the power lines. These uncertainties in the interdependencies
are implemented algorithmically.

Source: Wenjuan Sun, Paolo Bocchini, Brian D. Davison. Quantitative models for interdependent functionality and recovery of critical infrastructure systems, Book chapter in ASCE Manual of Practice: Objective 
Resilience, Mohammed Ettouney Ed., forthcoming in 2019. 
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Outreach & scholarly dissemination

S.T.A.R. Academy

The PIs have collaborated with Lehigh University’s Students
That Are Ready (S.T.A.R.) Academy, which is a program
tailored to economically and academically disadvantaged
middle and high school students from the Lehigh Valley. For
every cycle of the program, the investigators offered three
sessions dedicated to the topics of the project to show the
young participants how engineers and scientists study
disaster resilience and how they can help their families and
communities become more resilient.

Professional development seminars

The PIs offered series of seminars for continuing education of
Professional Engineers, Architects, and Planners. Attending
the seminars was free of charge and also graduate students
were encouraged to attend. The seminars addressed areas
closely related to the topics and the outcomes of the project,
such as infrastructure interdependency and resilience. These
seminars are also a very valuable opportunity for the PIs to
receive feedback from the industry and professional
engineers on the investigated topics.

Scholarly products

The PIs and their students and postdocs have
produced several papers, posters, and book
chapters, and presented their results at
conferences and invited seminars:
 19 papers
 16 posters/presentations
 4 book chapters

Liyang Ma receiving an ASCE award 
for his contributions to PRAISys

Uncertainty quantification and propagation

PRAISys puts particular emphasis on
the modeling of the relevant random
quantities: variables, processes and
fields. Some of these random
quantities are handled directly by the
main platform (e.g., random damage,
restoration duration) while others are
handled by the ancillary libraries (e.g.,
seismic ground motions loading a
bridge to assess its fragility, random
wind field acting over a power line
conductor).

For the variables handled directly by the
platform, all the sampling is performed at
the beginning of the analysis, to account for
correlation (e.g., damage level on
components of the same structure) and to
employ smart sampling techniques.
All the samples are subsequently mapped
to the desired distribution using
translation theory (e.g., determine the
actual duration of a repair task), or used for
the determination of the random outcome
of a discrete event (e.g., assess the damage
level, given the IM and the fragility curves).

Examples of random quantities in 
PRAYSys

 Structural damage of components 
and systems

 Repair task durations
 Structural characteristics
 Functionality dependency
 Mechanical loads
 Structural capacity
 Out-of-model resources 

(probabilistic dependencies)
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The hazard scenario over the 
entire region is represented 
by an intensity measure (IM) 
map. PRAISys can handle 
different types of IM to 
describe different scenarios 
(e.g., a hurricane and an 
earthquake) or the same 
scenario (e.g. PGA and Sa for 
the same earthquake).

Hazard Modeling Damage Assessment Decision & Planning Recovery Simulation Resilience Forecast

The probabilistic damage 
assessment is performed 
using fragility curves and 
discrete event simulation. 
The damage of each sub-
component is correlated, 
and it propagates to 
determine the repair tasks 
needed for entire structures 
and systems.

The decision process can be 
simulated by PRAISys in 
multiple ways. For instance, 
it can be based on a policy 
that prioritizes repairs by 
criticality. Otherwise, 
optimization can be used to 
simulated sophisticated 
decision making, with 
various constraints and 
objectives.

Given the recovery sequence 
determined in the previous 
step, the recovery simulator 
determines the actual 
schedule of the repairs and 
computes the functionality 
recovery curves, accounting 
for dependencies, resource 
sharing, precedence, and 
random task durations.

The three previous tasks are 
repeated with many random 
samples, to generate sample 
recovery curves for 
components and systems. 
The resulting metrics are 
analyzed statistically, to 
determine the resilience of 
the region.

PRAISys  Platform

Probabilistic Resilience Assessment of Interdependent Systems  (PRAISys)

Support from the NSF-CRISP awards 1541177 
and 1541089 is gratefully acknowledged
Contacts:  incrisp@lehigh.edu
Website:  www.praisys.org

A Functionality-Fragility Surface (FFS) can be
defined as the conditional probability of failure
with respect to a functionality limit state (fls) at
a certain time ( ), given the occurrence of an
event with intensity level (im) at the location of
the structure, infrastructure, or community.

𝑭𝑭𝑺𝒇𝒍𝒔  , 𝒊𝒎 =  [  ( ) ≥ 𝑪𝒇𝒍𝒔|𝒊𝒎]

where   ( ) is the functionality loss of the
system at time  after the occurrence of the
extreme event; 𝐶𝑓𝑙𝑠 is the functionality loss that

triggers the functionality limit state (𝑓𝑙𝑠).

A simple form of bridge FFS to describe the
case of discrete damage state (dls) is
illustrated as follows.

𝑭𝑭𝑺𝒇𝒍𝒔  𝒎 =  

∀𝒅𝒍𝒔𝒊

 [  ( ) ≥ 𝑪𝒇𝒍𝒔|𝒅𝒍𝒔𝒊]

∙  [𝒅 = 𝑪𝒅𝒍𝒔|𝒊𝒎]

Functionality Fragility Surfaces

Restoration function

FFS is a generalized tool of the pre-event
probabilistic recovery and resilience
prediction for different structures,
infrastructure systems, and communities. It is
applicable to different types of hazards and
different types of structures and systems. FFS
can graphically present the functionality
evolution in a probabilistic manner, by
integrating the event intensity with restoration
strategies for the computation and presentation
of the functionality.

Fragility curve

A schematic Functionality-Fragility Surface 

Major components for the Functionality-Fragility Surface 
development

Functionality-Fragility Surface for an HWB17 bridge 
on soil type D 

Source: Aman Karamlou, Paolo Bocchini. (2017). Functionality Fragility Surface,  Earthquake Engineering & Structural Dynamics, 
46(10), 1687-1709. 

Impacts of infrastructure disruptions

Expert survey

Purpose: Examine complex interactions
between disruptions of power, water,
transportation, and communications, the
emergency services sector (ESS), and other
critical support services (e.g., fuel supply,
building operations).

Experts: Emergency managers, city planners,
and other professionals from South Florida,
New York, New Jersey, and Pennsylvania.

Analysis: Log-linear models used to analyze
key interdependencies between ESS and
critical infrastructures.

Fig below shows graphical display of the
dependencies and interdependencies between
resources, critical infrastructures and
community services in the response phase.

Household  survey

Data collection & analysis: Cross-sectional
survey of 989 households in central and south
Florida was used to examine the effects of
Hurricane Irma on post-disaster recovery eight
months after landfall. Logistic regressions used to
examine statistical association between recovery
and several variables.

Key findings: physical damage to property,
disruptions of infrastructure services such as loss
of power and cell phone or internet services, and
other factors such as homeowner’s or renter’s
insurance coverage, receiving disaster assistance,
and loss of income are significant predictors of
post-disaster recovery while controlling for age
and race/ ethnicity.

Surveyed counties on the path of 
Hurricane Irma. 

Tabletop (simulated scenario) Exercise

Main Purpose:  Collect data on policies and criteria for prioritization of infrastructure restoration

Location:  32nd Annual Florida Governor’s Hurricane Conference (2.5 hour session; May 2018)

Participants : Groups of experts in emergency management, power utilities, water utilities, 
transportation agencies and MPOs, and communication infrastructure, and other government 
officials.

Two Modules (pre- and post-event):
Each module included nine (9) categories including damage assessments & timeframes; no/short
notice (non-warned) events; prioritization criteria; prioritization platforms and analytical tools;
cross-function coordination and inter-dependencies; decision-making process workflow
description; and viable alternatives/innovations when restoration priorities cannot be met.

Sample output –- Pre-event

100% of groups agreed that mitigation plans should include a section on infrastructure inter-
dependencies.

“Decision support tools can improve disaster preparedness and response during or after a 
disaster in several important ways. Rank the following items as 0 - not useful or on a scale from 1 
to 4 where 1 indicates "low importance" and 4 indicates "high importance”:

Communication

Power

Optimization
Module 3B.1 (MRCPSP)
Multi-mode Resource-Constrained Project
Scheduling Problem
Find binary decision variables

𝑥𝑗𝑠𝑡 =  
1, if task 𝑗 finishes in mode 𝑠 at the period  
0, otherwise

for 𝑗 ∈ 𝐽, 𝑠 ∈ 𝑀𝑗 ,  ∈ 𝐸𝐹𝑗 , 𝐿𝐹𝑗
that will reach the objective of minimizing the
restoration completion time:

𝑚𝑖𝑛𝑖𝑚𝑖𝑧𝑒  
𝑡=𝐸𝐹𝑛

𝐿𝐹𝑛
 ∙ 𝑥𝑛 𝑡

also satisfies the following constraints.
C1: every task executes only once. 

 
𝑠= 

𝑝𝑗  
𝑡=𝐸𝐹𝑗

𝐿𝐹𝑗
 ∙ 𝑥𝑗𝑠𝑡=1

C2: precedence constraints

 
𝑠= 

𝑝𝑗  
𝑡=𝐸𝐹𝑗

𝐿𝐹𝑗
( − 𝑑𝑗𝑠) ∙ 𝑥𝑗𝑠𝑡- 𝑠= 

𝑝𝑖  𝑡=𝐸𝐹𝑖

𝐿𝐹𝑖  ∙ 𝑥𝑖𝑠𝑡 ≥ 0

∀𝑗 ∈ 𝐽 and 𝑖 ∈  𝑗
C3: resource limit 

 
𝑠= 

𝑝𝑗
 

𝑗

𝑢𝑗𝑠𝑟 ∙ 
𝑞=𝐸𝐹𝑗

𝐿𝐹𝑗
𝑥𝑗𝑠𝑞 ≤ 𝑎𝑟

∀𝑟 ∈ 𝑅 and  = [1, 2 , … ,  ℎ]

Module 3B.2 (Flexible)
Flexible Resource-Constrained Project Scheduling
Problem
Find integer variables 𝑥𝑖ℎ , the number of set of
resources when conducting task i at time h, and
binary variables 𝑎𝑖ℎ , applied to if-then constraint;
that can reach to the minimal objective function:

𝑚𝑖𝑛𝑖𝑚𝑖𝑧𝑒 
𝑖∈𝐼

( 𝑖 − 
ℎ∈ 

𝑥𝑖ℎ)

also satisfy the following constraints.
C1: resource constraint

 𝑖∈𝐼 𝑥𝑖ℎ ∙ 𝑟𝑖𝑘 ≤ 𝑅𝑘, for 𝑘 ∈ 𝐾, ℎ ∈H
C2: precedence constraint

𝑀𝑎𝑖ℎ − 
ℎ∈ 

 𝑗 − 
𝑙= 

ℎ− 

𝑥𝑖𝑙 ≥ 0, ∀𝑖 ∈ 𝐼, ℎ ∈ H

𝑀𝑎𝑖ℎ − 𝑥𝑖ℎ ≥ 0, ∀𝑖 ∈ 𝐼, ℎ ∈ H
C3: no waste resource

 𝑖 −  
ℎ ∈H 𝑥𝑖ℎ ≥ 0, ∀𝑖 ∈ 𝐼

C4: lower bound
𝑥𝑖ℎ ≥ 0

Module 3B.3 (Maximizing the pick-up load)
Constrained Optimization Problem to Allocate
Mobile Distributed Generator and Form Microgrids
in the Power System
Objective: maximize  𝑖∈𝐼𝑤

𝑖𝑠𝑖𝑝𝑖

Subjective to the following constraints.
C1: each node is part of exactly one microgrid

 

𝑘∈𝐾

𝑣𝑖𝑘 = 1, ∀𝑖 ∈ 𝑁

C2: each dispatched generator node is automatically
assigned to the microgrid formed around the
corresponding dispatched generator

𝑣𝑖𝑘 ≥ 𝑧𝑘𝑖 , ∀𝑖 ∈ 𝑁, 𝑘 ∈ 𝐾
C3: enforcing single dispatched generator per 
microgrid  𝑘∈𝐾 𝑧

𝑖𝑘 ≤ 1, ∀𝑖 ∈ 𝑁
C4: line (i,j) can be assigned to a microgrid k only if its 
end-nodes i and j belong to microgrid k

𝑐𝑖𝑗𝑘 ≤ 𝑣𝑖𝑘 , ∀𝑘 ∈ 𝐾, (𝑖, 𝑗) ∈ L
𝑐𝑖𝑗𝑘 ≤ 𝑣𝑗𝑘, ∀𝑘 ∈ 𝐾, (𝑖, 𝑗) ∈ L

𝑐𝑖𝑗𝑘 ≤ 𝑣𝑖𝑘 + 𝑣𝑗𝑘 − 1, ∀𝑘 ∈ 𝐾, (𝑖, 𝑗) ∈ L

𝑏𝑖𝑗 =  

𝑘∈𝐾

𝑐𝑖𝑗𝑘 , ∀(𝑖, 𝑗) ∈ L

C5: Kirchhoff laws nodal balance (KCL) 

 

𝑗:(𝑗,𝑖)∈𝐿

 𝑗𝑖 −  

𝑗: 𝑖,𝑗 ∈𝐿

 𝑗𝑖 +  𝑔𝑖 − 𝑠𝑖𝑝𝑖 = 0, ∀𝑖 ∈ 𝑁

 

𝑗:(𝑗,𝑖)∈𝐿

 𝑗𝑖 −  

𝑗: 𝑖,𝑗 ∈𝐿

 𝑗𝑖 +  𝑔𝑖 − 𝑠𝑖𝑞𝑖 = 0, ∀𝑖 ∈ 𝑁

C6: line flow limits 

−𝑇 
𝑖𝑗
𝑏𝑖𝑗 ≤  𝑗𝑖 ≤ 𝑇 

𝑖𝑗
𝑏𝑖𝑗 , ∀(𝑖, 𝑗) ∈ L

−𝑇𝑄
𝑖𝑗
𝑏𝑖𝑗 ≤  𝑗𝑖 ≤ 𝑇𝑄

𝑖𝑗
𝑏𝑖𝑗 , ∀(𝑖, 𝑗) ∈ L

C7: operational dispatch bounds of dispatched 
generators

 𝑘∈𝐾 𝑧
𝑖𝑘  𝑚𝑖𝑛

𝑘 ≤  𝑔𝑖 ≤  𝑘∈𝐾 𝑧
𝑘𝑖 𝑚𝑎𝑥

𝑘 , ∀𝑖 ∈ 𝑁

 𝑘∈𝐾 𝑧
𝑖𝑘  𝑚𝑖𝑛

𝑘 ≤  𝑔𝑖 ≤  𝑘∈𝐾 𝑧
𝑘𝑖 𝑚𝑎𝑥

𝑘 , ∀𝑖 ∈ 𝑁
C8: potential voltage drop for all nodes (i, j) ∈ L 

𝑉𝑖 = 𝑉𝑗 +
𝑟𝑖𝑗𝑝𝑖𝑗+𝑥𝑖𝑗𝑄𝑖𝑗

𝑉0
+ 𝛿𝑖𝑗 , ∀(𝑖, 𝑗) ∈ L

C9: constraining dispatch generator nodes’ voltage 𝑉0

𝑉0 ∙  

𝑘∈K

𝑧𝑘𝑖 ≤ 𝑉𝑖 ≤ 𝑉0, ∀𝑖 ∈ 𝑁

(−1 + 𝑏𝑖𝑗)𝑉0 ≤ 𝛿𝑖𝑗 ≤(1 − 𝑏𝑖𝑗)𝑉0, ∀(𝑖, 𝑗) ∈ L
C10: voltage bounds, given the voltage drop tolerance 
factor (1 − 𝜖)𝑉𝑅 ≤ 𝑉𝑖 ≤(1 + 𝜖)𝑉𝑅 , ∀𝑖 ∈ N
C11: Post-disaster system constraints for lines and for 
load-node switches 

𝑏𝑖𝑗 = 1, ∀(𝑖, 𝑗) ∈ 𝐿𝑐
𝑏𝑖𝑗 = 0, ∀(𝑖, 𝑗) ∈ 𝐿0
𝑠𝑖 = 1, ∀𝑖 ∈ 𝑁𝑐

𝑠𝑖 = 0, ∀𝑖 ∈ 𝑁0

C12: pre-located dispatched generator k
𝑧𝑘𝑖 = 1, ∀𝑖=𝑛𝑘, 𝑘 ∈ 𝐾𝑓

Sources: 
Kwami Senam Sedzro, Luis Zuluaga, Alberto J. Lamadrid. Allocation of 
resources using a Microgrid formation approach for resilient electric 
grids. IEEE Transactions on Power Systems, 2017, 33(3), 2633 – 2643. 
Alberto Lamadrid, et al. A Heuristic Approach to the Post-disturbance 
and Stochastic Pre-disturbance Microgrid Formation Problem, IEEE 
Transactions on Smart Grid, 2018, accepted. 
Wenjuan Sun, Paolo Bocchini, Brian D. Davison. Generalized simulation 
model to estimate the impact of interdependencies on functionality 
recovery. Journal of Infrastructure Systems, 2018, under review.
Yinan Liu, Lawrence Snyder. Models for Post-Disaster Recovery 
Scheduling, 2018, in preparation.

Microgrids with fixed loads (left) vs. flexible loads (right)
Objective: 3384 (left) vs. 3421 (right) – More is better
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Scope

Type of analysis
PRAISys is a computational platform
for the probabilistic prediction of
damage, decision, and recovery of
interdependent infrastructure
systems. PRAISys performs pre-event,
scenario-based analyses, with
particular focus on uncertainty
quantification and (probabilistic)
interdependencies.
The platform follow 5 main analysis
phases indicated in the main box, and
it includes several ancillary libraries.

The PRAISys approach is:
Multi-Hazard. Current focus on earthquakes and hurricanes, flood is next.
Multi-Sector. Research applied to transportation, electricity, and
communication systems, along with the underlying socio-economic
background. We plan to expand to water and wastewater in the future.
Multi-Scale in time. Immediate-, short-, and long-term response to disasters.
It handles time scales from hours to days, weeks, months and years.
Multi-Scale in space. From individual structural components, to entire
infrastructure systems, passing relevant information from one scale to the
next. For each system, structure and component, the level of detail is dictated
by importance and available data.
Multi-Disciplinary. Researchers from various branches of engineering,
computer science, economics, urban planning, policy making, and
collaborations with earth scientists.

Civil and Environmental 
Engineering

Computer Science 
and Engineering

Urban Planning and
Policy Making

Business and 
Economics

Industrial and Systems 
Engineering

Structures
Infra-

structure

Data
Natural 
hazards

Proactive
mitigation

Optimi-
zation

Society Climate

Infor-
mation

Community 
recovery

Extreme event scenarios

Regional Intensity Maps
The extreme event scenarios are represented by
maps of one (or more) intensity measure
distributed over the region, such as sustained wind
speed or peak ground acceleration. A combination
of historical and simulated events have been
studied.

Correlated Intensity Maps
Correlated maps representing the intensity
of multiple concurring hazards (e.g., wind
speed and storm surge height) or a single
hazard (e.g., peak ground acceleration and
multiple spectral accelerations) can be
combined.

A team of graduate and undergraduate
students has collected data on historical
events for the testbeds, in collaboration
with state meteorologists, and collecting
data from USGS and NOAA.

Discrete event simulation & architecture

Main steps of 
the PRAISys
computational 
procedure 

Discrete events 
simulation in a Monte 
Carlo framework

The PRAISys platform is 
quite complex, and is 
requiring a major amount 
of coding efforts by 
graduate and 
undergraduate computer 
science students. At its 
core, there is discrete 
event simulator that 
accounts for the various 
layers of nester random 
events and variables in 
the 5 phases.

Lehigh Valley Testbed, a two-county region in
eastern Pennsylvania, subject to hurricanes,
strong storms, and frequent floods.

Application to testbeds & partners

Southern Florida Testbed, a three-county
region, subject to frequent hurricanes and
storm surges.

Additional testbeds are being considered,
especially in regions subject to seismic hazard.

Numerous partners have collaborated with the
project, from the public and private sector:

Structural fragilities

The team has first implemented sets
of fragility curves available in the
literature and in databases. Then we
started the process of re-assessing
the fragility of all relevant
infrastructure components, focusing
on repair-based limit states, which
are necessary for a correct
assessment of recovery and
resilience. The team has studied the
fragility of various bridge types,
transmission towers, electric
conductors, communication towers,
electric substations, and others.
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System-level network analysis

The functionality recovery of each
component and sub-component is used to
assess the system functionality for the
entire network. Multiple flow-based,
connectivity-based, and graph-theory-
based algorithms have been implemented.
For instance, they can perform traffic
assignment and distribution, AC power
flow analysis, and connectivity analysis.
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Functionality and resilience metrics

Functionality metrics
 Basic functionality metrics

• Percentage of functional components (substation in
the power system, road segment in the
transportation system, central office and
communication tower in the communication system)

• Percentage of functional components, with weights
 Topological functionality metrics

• Average degree
• Weighted network metrics

- Weighted betweenness centrality
- Weighted degree centrality

• Network efficiency

Functionality curves are used to
determine resilience metrics.

Resilience Metrics
 Resilience-triangle-related

metrics
• Total restoration time
• Time required to reach

target functionality level
• Functionality loss
• Rapidity

 Resilience loss
 Resilience index

Source: Wenjuan Sun, Paolo Bocchini, Brian D. Davison. (2018). Resilience metrics and measurement methods for transportation infrastructure: The state 
of the art, Sustainable and Resilient Infrastructure, DOI: 10.1080/23789689.2018.1448663

The sample recovery curves
that result from the
simulation refer to different
types of functionalities.
Each component and
system can have one or
more functionality indexes
(e.g., for a bridge,
functionality can be binary
to describe the open/closed
status for connectivity, or it
can describe flow capacity
for carried/crossed traffic).


